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Iq(*, your suggesttons,l have revlsed my dntt, Please note:

o - rot to Gorhl/s rssponse has been moved up to page l;

- deleted ref to "one polnt safety" ln pan. ll, b;

- added ret to LTBT on page 3;

- added sentence on DOE and DNA responslbllllles on page 4; and

- added DOILDOE optlon on page 4.

Paper should be ready tor Doug to review upon hls return.
@..., .n.J'_ ": :

of lhrergY l)r:'.':rrr'."tti 1l ' i '

l)"
;;ilt.

t/
Leo

ffi;ry'i'|'',,,

(f

[[lT*it.i"'L'iu#tl*,'*o*
Date:

APR 0 6 2til0

6 (.r:

a
7, (i.ll.r.; ..Jp. .,.' :

l5-11 '3'l lL I

AoL€f,9
,!,,1

,-

-v
AU!,l^^



OECLASSIFIED III FULt
Authority: E0 13526
ifiiil,'nicoids abeclass Div, wHS

Mtt:
APR 0 6 2016

DRAFT

o

o

o

IMPLEMENTATION OF INMATIVE ON SAFETY AND SECURITY

I. PURPoSE 0 i' f:':T l99l

lq *" hesident has proposed beginning "discussione with thc Sovia Union to explore
cooperation" in thrce areas, one of which is "existing arrangemcnts for the physical security
and safety of nuclcu wcapons, and hou, thcsc might be enhanccd." To support
implementation of the initiative, this papcr outlines:

options for organizing U.S. effons to pumue bilateral discussions in this area, cither in
a separate fonrm or in conjunction with discussions in part or all of thc other arcas
proposed by the Prcsident -- 'Joint tcchnical cooperation on the safe and

environmentally rcsponsible storagc, transportation, diunantling, and dcstnrction of
nuclear urcapons," and discussiorrs on "nuclear command and control arangemcnts,
and how these might bc improvcd to provide morc protcction rgainst thc unauthorized
or accidental usc of nuclear weapons."

tq) On October 5 Gorbachev satcd Soviet "readiness to enter into a dctailcd dialoguc
with the United Starcs on tre dcvclopmant of a secure and ccologically sound technolory for
the storing and transportation of nuclear wartreads, the mcans of using nuclear wcapons and

the raising of nuclerr sccurity." Gorbachev did not, however, refer specilically to the U.S.
proposal ge rlinsuss wcapon dismantlenrcnt and destruction, and it is unclear if thc phrasc

"raising of nuclear sccurity" encompasses the U.S. proposal to discuss weapon "safcty.'
Gorbactrcv also did not $rggcst when, or in what forum, thc dialoguc should bcgin.

II. BACKGROI.'ND

tU a serious incident involving the loss, theft, or accidcntal dctonation of a Soviet
nuclear weapon would have potcntially dire human, political, and military conscquencas

affecting U.S. intercsts. The Soviet armed forces and intcmal security services are believed
to have in place substantial physical (and manpowcr intensivc) security safeguards and
procedurcs, but U.S. knowledge of Soviet practices and rcchnology in several areas (especially

woapon safety devices) is sketchy, at bcst. While the Soviets have not shown en interest in

the past in discussing wcalrcn sccurity and safery issues, the physical security of Soviet
nuclear weapons in the curent circumstances of nationalist unrest and flagging military
morale apparcntly have been of concem at high levels of the Soviet political and military
leadership.
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topics that might be included in thc "physical security and safety" arca; and
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lQ e" essential prccondition for effcctive implernentation of the initiative is that any
discussions must not provide to thc Sovicts -- or through them, to any ottrcr potential
advenary state or subnational group -- information on, or acccss to, sensitive data,

technologies, or proocdures that could improvc their rnilitary capabilities or ability to defeat
U.S. nuclear weapon safety and sccurity measureE. To ensurc full protection of such data,
technologies, and proccdures, each topic selccted for poesible discuseion with the Soviets
must be based on unclassified or declassified sources end rubjected to thorough [red
teamingil before tabllng with the Soviets.

N t addition, it should bc recognized that the proposed discussions may not have a
near-tenn impact in improvements to thc physical security and safcty of Sovia nuclear
wcaponst sincc incorporating ccrtain of the concepts and/or technologics mcntioned below
likcly would be a complex, time consuming and, in some cascs, expensive cffort. The longer
tcrm impact, howcvcr, could be very significant, depending on thc information flowing fiom
the discussions and cventual dccisions by Soviet ccntral authorities (or possibly, by
indcpendcnt republie) to incorporate suctr information into thcir sccurity and safcty approach.

tr. MPICS FOR DISCUSSION

tQ A" initial Buryey has ldcntificd the following topics that, pcnding the results of
"rcd teanring," may bc suitable for discussion with the Soviets on physical sccurity and safrty
of nuclear wcapono:

A. Physical Security

l. Prevention of unauthorized access to nuclear wcaPons (fixed sites.)

-- Pcrsonner Reriabuity Program; lf,TriiiitttSJluttt'
erockpilc inventory procedurcs; SXlSl 

Records & Declaq' irr

- Wcapon Acccss Detection Sysrcm; APR 0 5 20t6

other weapon security and storage systems.

B. Nuclear Weapon Safety

1. Prevention of accidental detonation or plutonium dispersal should an accident

occur,

insensitive high explosives;

fire-resistant (plutonium) pits;
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-- enhanced nucleu detonation safety; and

--'safety procedures for handling asscnrbled weapons and test devices;

2. Response to nuclear incidcnts/accidents.

-- emergcncy search for los or stolcn weapons, or terrorist devices.

-- nuclcar accidentfncidcnt agreements; and

-- dearminghccovery (render safe) groups

o

\$| One option would be to expand the "safety" catcgory to include discussions on
environmentally-safc nuclear tcsting, i.c., containment. This would be a uscfirl arca for
discussion and cooperation bccause, while Sovict containmcnt problcms do not directly
thrcatcn U.S. nationat sccurity intcrests, thcy rumain a sensitive issue for several U.S. allies
and frbnds (in prnicular, the Nordic states), rnd could pose hcalth risks to U.S. teams

carrying out on-site mcasur€mcnts n€ccssary for cffective verification of the TIBT. Soviet
oontainmcnt failures also could lend thcmselvcs to exploitation by govemmcnts and/or private
groups opposed to nuclear tcsting anywhere, rcgardlcss of the contairuncnt record of other
states that conduct nuclear tcsting. Finally, Soviet venting has constihrted a routine violation
of thc LTBT. ThuB, an additional topic for disorssion would be:

C. Containment of Nuclcar Erploeions (horizontal and vertical cmplacement)

-: rcyiew of succcssfrrl and rrnsuccessful containment;

-- surveyr siting, and proccdural chccks; and

-- closule mechanisms.

\SJ Finally, it should bc noted that physical sccurity and safcty consideratione arc also

relevant in thc first area of cooperation cited by the President, i.e., 'Joint tectrnical
oooperation on thc safe and environmentally rcsponsable storagc, transportation, dismantling,
and dcstruction of nuclear warhcads."

rv. oPTroNs FoR 0RGAMZING U*s. EFFORTS

\ ffr"r" cxist four basic options for approaching bilaterd discussions in the area of
physicat security and safety: DECTASSIFIED I}I IULL
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o a military-to-mililary dialogue;

-- a DOD-MOD dialogue;
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a DOD/DOE-MODn\4inistry of Atomic Power and Industry (I\,|API) dialoguc; or

a govemment-to-govenrmcnt (i.c., intcragency team ) dialogue.

?Sl A military-to-mititary dialogue may be relatively casy to sct up quickly, asauming
the Soviet mititary does not pcrceive thc initiative as an attcmpt to cxploit its real or
perceived shortcomings. Givcn the Soviet military's pervasivc control over nuclear weapons,
lf therc are problems rcquiring urgent rctlon to ensure thelr physlcal security end
cefety, dealing dircctly with the military may bc the most expcditious means of idcntifying
and addrcssing zuch problems. On thc othcr hand, the U.S. military cannot provide the
technical expcrtise to dcal with the full range of topics oudined in III. A, B, and C above.
For example, the ncsoarch, dcvelopmcnt, and testing of nuclcar weapons is managod by DOB,
and DNA conducts nuclcu weapon cffects tcsts utilizing nuclear deviccs fielded by DOE and
manages the stockpile inventory.

tQ A DOD-MOD dialogue atso may bc rclatively easy to sct up quickly, and (like
thc military-to-military drannel) may be an cxpcditious mcans of idcntifying and addrcssing
any problcms rcquiring urgcnt action. This approach would havc thc additionrl advantage of
broadening thc range of to,pics that could bc discusscd with the Sovics. Mor@vct, it would
highlight U.S. civilian authority in dcfcmse mattctrs, perhaps lcnding force to U.S.
encoragement of greater civilian control ovcr the Soviet military. On thc othcr hand, the
curenr MOD is led and dominated by thc military, and a U.S. propsal to conduct the

dialogue in DOD-MOD c,hanncls could bc perccived as U.S. willingness to "exclude" civilian
and/or republic rcprescntatives honr issucs of vital concem to thern. Finally, DOD cannot
providc the technical cxpcrtise to deal with thc full rangc of opics outlincd in Itr.A, B, and C
abovc; other technical agencies (e.g., DOB) might trcn cite a DOD-MOD channel as a
preccdent for establishing a dircct dialoguc wi*r thcir Soviet countcrpafi on nuclear weapon-
related issues.

N) e DOD/DOB-MODA{API dialogue would allow thc U.S. side to addrcss thc tull
rangc of iopics outlincd in m.A, B, and C, and draw in some Soviet civilian involvcment --
albeir only from the military-induetrial complcx. Thc composition of the U.S. team could
fluctuate, dcpending on the specific technical o(pertise netded, although some dclegation
continuity would be advisabte. As required and appropriate, the delegations (or working
groups thereof) could visir facilitics in the Unitcd States and USSR of rclevancc to thcir
discussions. On the othcr hand, such an aprproach might be uscd by the Soviets to cxclude or
rcstrict broader Soviet civilian (and rcpublics') represcntation. It also would raise questions

rcgarding interagcncy oversight (or lack ttrereo$ over DOD/DOE intemational activities.

Nl a goverrment-to-govemment dialogue (i.e., interagency team) would allow the

U.S. to address the full range of topics outlined in Itr.A, B, and C above and encourage

greater civilian involvcment (possibly including from the rcpublics) on the Soviet side. The
composition of the U.S. team also could fluctuate, depending on the specific technical
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expertise needed, although somc dclcgation continuity would be advisable. As rcquircd and
appropriate, the dclegations (or working groups thereof) could visit facilities in the United
States and USSR of rclcvance to their discussions. The interagcncy composition of the team
might facilitate reaching formal agreemcnts on one or more specific cooperativc measures
decmed rdvantageous as I rcsult of the proposed discussions, although no overall securit5l or
safety rncasures agreement would bc necessary.

Ul A bencfit of this approach would be its ability to pursuc implementation of the
Presidcnt''s initiatives in a context that could crcdibly be related to nuclear testing "next steps"
without focusing on the negotiation of furttrcr testing limits. Thc U.S., of counse, could not
prcvent thc Sovicts from using such a forum (which would havc a morc "political" cagt than
thc preccding options) to press their agenda for frrrther tcsting limits; indced, if leadership of
the Sovict tcam fell to thc MFA, the U.S. might cxpect ar least initid Soviet cmphasis on
ncgotiating furthcr testing limits. On thc othcr hand, thc U.S. would bc in a strong position
to respond that, in addition to its rcfusal on nEtional security grounds to negotiatc furthcr
testing limits, thc issue of possiblc furthcr limits clearly is not as urgent as addrescing the
physical security, safety, and test contaiffnent agenda.

V. TIMING AND VENT'E

Ql m" U.S. must balancc thc potitical benefits (and possiblc seorrity bencfits, if tre
Soviets have problems requiring urgcnt rction to ensurc thc physicd security and safety of
thcir nuclear weapons) of opening rn oarly dialogue with the Soviets against the eecurity
requircmcnts of cffectiye "rod tcaming" before tabling ideas with thc Soviets. In addition, to
furttrer understanding of, and support for, U.S. policy regarding the dialogue, prior
consultation with kcy mernbers of Congress urd allics (cspecidly the U.K. and Prurcc) would
be highly desirable.

tq n is difficult to estimate how long an effective "red tcaming" effort would take
for all of the areas covered under m. A, B, and C abovc, but initial suneys within DOD and

DOE suggcst that some urbjects -- e.g., over packcd containers, pcrsonnel retirbility
progranrs, stockpilc invcntory proocdurcs, and containmcnt of nuclear tests -- might bc
adcquately "red teamcd" and ripe for discussion in a couple months. Other zubjects -- €.8.,
nuclear weapon safety '- could requirc longer to identi$ and work around potentid security
problems.

N) fo accommodate thcsc qonqcrns, and after a decision is madc on the appmpriate
forum foi ttre dialogue and composition of the U.S. teun, the U.S. could propose an initial
mecting for 7-10 days in early Deccmber. The mceting could be used to discuss the overall
U.S. approach, identify some of the topics the U.S. would like to explore, and hear any Soviet
ideas. This would give both sidcs additional needed time to begin morc detailed discussions

on spccific topics, beginning in early 1992.
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\ er a venue for such meetings, thc U.S. shoutd propose either Geneva or
Washingrdn, where facilities cxist that could support the work of the U.S. teams and cnsure
approprime'secrrity.' Although the Sovistsmight prefcr Moscow (principally for cost
reasons), that would not be ur acccptable location, crcept for veqr brief mcctings, from the
standpoint of administrative srpport for the U.S. side.
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